The topic of identity verification and age progression received considerable attention among researchers in the computer vision research community leading to the development of a variety of promising techniques that have been developed and tested using dedicated datasets. However, a key question that arises is whether biometricbased techniques could be used in real identity verification of age separated faces with the same effectiveness as other identity verification tests or at least as a soft filtering approach before applying more reliable but intrusive tests such as DNA tests. Towards this end we apply biometricbased techniques in an attempt to verify the identity of a missing child, using real data. The aim of the paper is not to provide answers to the aforementioned question but to report the problems faced in similar scenarios and propose future research directions that aim to make biometric-based techniques more applicable to real-life scenarios.
INTRODUCTION
The problem of locating missing people has received increased exposure in the press lately as a result of the provision of new evidences related to certain cases involving missing children. We focus our attention on a case involving the publication of images that showed a person who looked similar to a missing child. The case was eventually resolved by using a DNA test that proved that the person in the video was not the missing child. However, the increased media coverage given to this issue caused unnecessary stress and fake hopes to all involved. The question that arises is whether similar cases could have been resolved must faster using biometrics so that both the work of police authorities is facilitated and at the same time the minimum possible distress is caused to the relatives of missing children. Based on the real life-scenario involving the missing child, in this paper we propose a series of biometric-based tests that could be used for providing clues related to possible positive identifications of missing children, and discuss the applicability of biometrics in such cases in relation to the challenges involved and needs for future research directions. In particular we propose the use of age progression and age regression techniques in an attempt to provide clues related to a possible identity match between sets of face images captured at different dates and under totally different imaging conditions. The paper is focused on using face biometrics for helping with the identification of missing children. The basic underlying technologies involved in such situations are face recognition, identity verification and age progression. Since the 1990's where research in face recognition received enormous attention in the computer vision research community, a number of related algorithms and techniques have been reported in the literature [1] . Recently research in the area of face recognition is mainly focused on cases involving unconstrained images that may be captured without the consent/cooperation of the subject. As part of the efforts to deal with challenging aspects of face recognition a number of researchers considered the problem of age progression and age invariant face recognition (for a comprehensive review on this topic see [2, 3] ). Also special cases of face recognition, such as matching of sketches and mug shots to real images [4, 5] were considered in an attempt to develop face-matching algorithms that can be used for identity verification in law enforcement applications. In the remainder of the paper (Section 2) we describe a real life scenario that involves identity verification of a missing child and present a methodology that utilizes biometric technologies. In Section 3 we identify key areas that need to be addressed so that biometrics can be used effectively for cases involving missing children. Concluding comments are presented in Section 4.
CASE STUDY
In this section we outline the case study considered as the basis of the experimentation. For the sake of privacy, and despite the fact that images related to this case received considerable media coverage, we refrain from displaying any real pictures -instead the images shown are just indicative so that the problems and challenges involved in this scenario are highlighted. However, quantitative results are obtained from real image data related to the case study.
Case Study
A two year old disappeared about 20 years ago. The case was highlighted due to the publication of a video showing a person who was "looking like" a face shown in an ageprogressed portrait of the missing child. Following the release of the video to the media, the person shown in the video proceeded to the police authorities in order to make samples available for a DNA test. The DNA test confirmed that the person shown in the video was not the missing boy. However, the publicity of the video caused increased emotional distress both to the relatives of the missing child and the person portrayed in the video. It should be stressed out that in this case it was possible to perform a DNA test only because the "suspect" presented himself voluntarily to the police authorities. In other similar cases it may be difficult to trace the suspects involved in order to perform DNA tests. The key question that arises was whether it is possible to resolve such cases by using face biometrics instead of resorting to DNA tests.
Problem Statement
The aforementioned problem involves three sets of images. The first set is a set of three images showing the missing child at the age of two, as captured before the disappearance. Usually such images are captured with reasonable quality with respect to the appearance of the face and facial features. The second set contains three age progressed portraits, generated by professional age progression artists, showing the possible appearance of the missing child at the age of approximately 25 years old. Usually illustrations in age-progressed portraits show synthetic images where the texture is distinctively different than the texture of real images. The final set of images consists of selected frames from a video that shows a 25 year old who "looks similar" to the face in the age progression portraits. Images in the video are low resolution and display a face that exhibits increased pose variation. Clearly such images were captured using a mobile device from an awkward point of view without the knowledge / consent of the subject shown in the video. For the sake of our discussion the three sets of video are labeled as Source Images, Age Progression Portraits and Video Images respectively. In order to get a feeling of the quality of the images involved in this study a set of indicative Source Images, Age Progression Portraits and Video Images (not the real ones) are shown in figure 1. The indicative Age Progression Portraits in figure 1 were created using a computer tool and not by professional age progression artists. i) The three sets of images display distinct differences in quality and nature. ii) The number of available images in each set is usually limited, impeding in that way the process of extracting proper statistical metrics related to each image set. iii) Increased within-id facial variation is encountered in the image sets, in the form of expression, orientation, illumination and most importantly aging variation. Due to the case-specific problems stated above, the use of standard identity verification tests is not suitable for this problem. In the following section we propose a set of biometric tests that could be applied in such cases.
Biometric Tests
If we assume that images belonging to the three sets form three distributions in a feature space, the problem to be solved is involved with investigating the validity of the hypotheses that the Source and Video Images belong to a distribution with a common ID and/or whether the Age Progression Portraits and Video Images belong to the same ID distribution. In order to aid the analysis of the images, an automated age progression / regression methodology [6, 7] was employed in order to generate age progressed and regressed versions of the three sets of images. In particular age progression was employed for transforming the Source Images to the Progressed Source Images that show the possible appearance of the child at 25 years old. Age regression was used for transforming the Video Images to the Regressed Video Images that show the possible appearance of the person in the Video Images at 2 years old. Similarly the Progression Portraits were regressed back to 2 years old resulting in the set of Regressed Portraits. Figure 2 shows indicative progression and regression illustrations of the faces shown in figure 1 . An illustration and a summary of all six image sets used in the investigation along with the number of samples available in each set, are shown in figure  3 and Distributions of real (red) and synthetic (light blue) samples belonging to each image set considered in the investigation. The sets at the left hand side correspond to images of the subject at age 2 and the sets at the right hand side correspond to images of the subject at 25 years old. 
Methodology
For each sample in the image sets considered, a number of features are derived so that each image is represented as a point in a multi-dimensional space. Assuming that for each image set we have a distribution, each hypothesis test can take the form of comparing the distributions for the two image sets under investigation. However, due to the small number of samples available in each set, the derivation of reliable group metrics based on the corresponding feature vectors, is impossible. As an alternative, the estimation of the similarity between two distributions is done based on homogeneity (H) and dispersion (S) related metrics [8] . Given two image sets (A and B) with a small number of samples let:
• vector A i be the i th feature vector among a dataset of N templates from set A • vector B i be the i th feature vector among a dataset of M templates from set B. Given the small number of samples available that do not allow the accurate estimation of the scatter matrix for each distribution, the estimation of the similarity between samples in sets A and B is done using a distance-based method. Within this context all distances between all possible pairs of samples within a set are obtained. The estimation of the distance metric is done based on the Mahalanobis distance where the covariance matrix used is obtained by the application of ID discriminant analysis using all samples from the FG-NET aging database [7] so that the resulting covariance matrix enhances the effect of id-related features.
where d ij is the distance between the i th and j th in the same set and C is the covariance matrix derived from the FG-NET Aging Database. [9] based on an AAM trained using all images from the FG-NET Aging Dataset [7] . AAM features provide a representation of both the texture and basic shape.
Histogram of Oriented Gradients (HOG):
Histogram of Oriented Gradients [10] derived from overlapping windows within the facial region. The facial region is defined based on the locations of 68 facial landmarks, in an effort to minimize disturbances caused by the background and hair. HOG features computed over the whole facial region highlight texture intensity fluctuations of the facial area. Point HOG: Histogram of Oriented Gradients [10] derived at windows located on 68 key points of each face under consideration. These features highlight local texture intensity fluctuations at the selected key points. Fourier Descriptors (FD): Fourier descriptors [11] that describe the silhouette of the overall facial region for each image considered. The silhouette is also derived with the aid of 68 facial landmarks.
Experimental Results
The results of the experiment are shown in Table 2 . Figure  4 shows in the video shows similarities with the age progression portraits and at the same time the age regressed portraits show similarities with the Source Images. In contradiction to the results obtained using AAM features, these results support the claim that the person in the video was the missing child. It is worth mentioning that in all tests involving different type of features the distributions of Source Images and Regressed Portraits are found to be the same, indicating the artists who generated the portraits were successful in encapsulating facial characteristics of the missing child. 
DISCUSSION
Although, in the case of using AAM features, the results obtained by the person identity verification experiments are in line with the results of DNA test, there is no guarantee that either the AAM representation and/or the methodology adopted will produce correct results in other cases. The aim of this paper was not to suggest specific features for age progression tests, but to signify problems and challenges related to the process of applying biometric-based tests in similar scenarios and most importantly to define specific research themes that need further investigation in order to facilitate the application of biometric-based identity verification, when dealing with missing children. Based on the experience gained through the experimentation mentioned above, it is evident that further work is required in the following areas.
Automatic Age Progression Performance
A number of tests carried out were performed using automated age progression / regression methods applied to images of reasonable quality (Source Images), synthetic image sketches (Age Progression Portraits) and low quality, unconstrained images (Video Images). Since the results rely heavily on the age progressed / regressed images issues related to the performance of such methods pose a key problem. In particular the following questions/issues need to be answered before being able to apply age progression in real cases: i) Are the results of age progression/regression accurate?
ii) To what extend the performance of age progression is affected by the quality / nature of source images?
Both questions raised above need to be considered carefully by the research community. Although some early approaches on performance evaluation of age progression were reported in the literature [12] clearly this is an open issue mainly because, unlike other face interpretation tasks, performance evaluation metrics are not trivial to define.
Research efforts within this framework should focus on three distinctive directions that include the determination of suitable age progression performance evaluation metrics, the establishment of suitable datasets that can be used for testing age progression and the organization of age progression competitions similar to the ones organized for other image interpretation tasks [13] . An ideal dataset for testing age progression performance should contain at least pairs of age-separated images (source and destination). Suitable destination images should be captured deliberately for the task of age progression and should support different scenarios. For example an "easy" scenario should be supported where destination images are captured in a way that mimics the imaging conditions of the source image (i.e. same resolution, image sharpness, face orientation, expression, lighting and even identical background). More difficult scenarios should contain controlled variations of the target images in relation to the factors mentioned above. In a possible performance evaluation scenario only source images should be revealed and image similarity metrics should be used for assessing different algorithms.
Identification of Suitable Features
The results presented clearly show the dependence of identity verification on the actual features used. The features used for this type of application, should be truly invariant to the possible sources of variation encountered in real scenarios. For example features invariant to aging variation, tolerant to the actual form of an image (real image or sketch) and invariant to image resolution and face rotation should be defined and used for this type of applications. In the literature a number of researchers describe work on deriving facial features invariant to specific sources of variation, such as illumination [14] , orientation and scale [15] , aging [8] and image nature (in the context of sketch face recognition) [4, 5] . However, more work is required in relation to the derivation of truly invariant facial features that deal with the combination of all possible sources of variation encountered in the problem of identity verification of missing children. It is also important to note that state of the art features for object detection and recognition like SIFT [16] and HOG [10] suffer from very high dimensionality and they are usually combined with cascaded weak classifiers. However, in the given problem domain the available samples are limited, thus, these kind of features must be used in an aggregated way [17] , and this is something done in this paper with HOGs, which limits their power.
Missing Children Image Database
In order to assist the development of efficient techniques that could operate on scenarios involving missing children, similar to the one used in this paper, it is crucial to generate and use image datasets that contain data displaying the peculiarities encountered in related case studies. Ideally agencies that keep records of missing children, with the consent of the relatives, should provide image data to the research community, as research outcomes in this area could potentially be useful for facilitating the hard job of police authorities in resolving cases involving missing children. However, in the case that it is not possible to use real data, image databases containing similar types of images to the ones used in this paper should be created, in order to enable wide spread experimentation in this area.
CONCLUSIONS
The application of a series of biometric tests to a real-life scenario involving identity verification of a missing child was presented. The problem was addressed by applying ageprogression / regression transformations on sets of images related to the case study and the subsequent hypothesis verification based on distributions of extracted features. The overall exercise revealed a number of key problems that impede the effective use of biometric-based techniques in this type of problems. In summary the main problems encountered are related to the quantity and quality of images involved, the accuracy of the age progression process and the selection of suitable features. Future research directions that aim to contribute towards the elimination of the problems were discussed. Considering the question raised in the beginning of the paper, related to the possibility of replacing DNA tests with biometric tests in similar problems involving missing children, the answer, derived based on the experiences gained through the process, is that DNA cannot be substituted with biometric tests now. However, biometric tests can provide important clues, when used in a soft computing framework especially in cases where we don't necessarily have the physical presence of the subjects involved in the tests, such as the case of images captured by surveillance cameras. In such cases biometric-based tests could provide important clues to allow police investigators to decide whether it is worth locating a suspect in order to carry out DNA tests.
